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INDEPENDENT AUDITOR’S REPORT

Department of Finance and Administration — Office of the Arkansas
and Members of the Legislative Joint Auditing Committee

We have audited, in accordance with auditing standards generally accepted in the United States of America and the
standards applicable to financial audits contained in Government Auditing Standards issued by the Comptroller General
of the United States, the financial statements of the major fund of the Department of Finance and Administration
(DFA) — Office of the Arkansas Lottery (the “Agency”), an office of Arkansas state government, as of and for the year
ended June 30, 2023, and the related notes to the financial statements, which collectively comprise the DFA — Office
of the Arkansas Lottery’s basic financial statements, and have issued our report thereon dated December 13, 2023.

Report on Internal Control Over Financial Reporting

In planning and performing our audit of the financial statements, we considered the Agency’s internal control over
financial reporting (internal control) as a basis for designing audit procedures that are appropriate in the circumstances
for the purpose of expressing our opinion on the financial statements but not for the purpose of expressing an opinion
on the effectiveness of the Agency’s internal control. Accordingly, we do not express an opinion on the effectiveness
of the Agency’s internal control.

A deficiency in internal control exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent, or detect and correct,
misstatements on a timely basis. A material weakness is a deficiency, or a combination of deficiencies, in internal
control, such that there is a reasonable possibility that a material misstatement of the entity’s financial statements will
not be prevented, or detected and corrected, on a timely basis. A significant deficiency is a deficiency, or a combination
of deficiencies, in internal control that is less severe than a material weakness yet important enough to merit attention
by those charged with governance.

Our consideration of internal control was for the limited purpose described in the first paragraph of this section and was
not designed to identify all deficiencies in internal control that might be material weaknesses or significant deficiencies.
Given these limitations, during our audit we did not identify any deficiencies in internal control that we consider to be
material weaknesses. However, material weaknesses or significant deficiencies may exist that were not identified.

Report on Compliance and Other Matters

As part of obtaining reasonable assurance about whether the Agency’s financial statements are free from material
misstatement, we performed tests of its compliance with certain provisions of laws, regulations, contracts, and grant
agreements, noncompliance with which could have a direct and material effect on the financial statements. However,
providing an opinion on compliance with those provisions was not an objective of our audit, and accordingly, we do not
express such an opinion.  The results of our tests disclosed instances of noncompliance or other matters that are
required to be reported under Government Auditing Standards and which are described below in the Schedule of
Findings and Responses as item 2023-1.
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SCHEDULE OF FINDINGS AND RESPONSES

2023-1 During review of OAL’s October 2022 Monthly Disclosure Report to the Governor and Co-Chairs of
the Arkansas Legislative Council Lottery Oversight Subcommittee, we noted a Draw Integrity
Audit report issued by the OAL Internal Auditor. The report disclosed a damaged fiberoptic
cable, which caused a network outage between the Central Gaming System and OAL. The lack
of connectivity caused the Automated Draw System to not function as designed during the
Midday and Evening Draws held on August 1 and 2, and the Midday Draws held on August 3 for
the Cash 3, Cash 4, and Natural State Jackpot games. Ultimately, the draws were conducted
by OAL Security and Compliance staff using manual draw procedures on-site at Intralot.

We reviewed the internal auditor's observations, as well as management’s response to
those observations, and determined that there was not a clearly defined policy regarding which
draw procedures should be followed in the event a lottery draw process failed. Lack of a clearly
defined policy led to confusion among OAL staff and resulted in backup draw procedures being
amended when the Automated Draw process could not be completed. Not having a clearly defined
draw policy, that instructs staff as to which procedures should be implemented if certain
circumstances occur, could lead to lottery draws not occurring on time and/or loss of credibility
with the public, negatively impacting sales and net proceeds.

We recommend the OAL implement a clearly defined draw policy that covers all possibilities of
a lottery draw failure that could occur and update the disaster recovery plan and any other policy
or procedure to mirror or refer to the newly implemented draw policy to eliminate any
confusion regarding backup draw procedures.

Management Response

The office of the Arkansas Lottery reviewed the alleged deficiencies and responds as follows. It is our belief that
communication between Security draw staff and IA during the incident was not sufficient. However, the actions of
Lottery staff and the resolution achieved served the best interest of players and the public at large.

The manual draw process that was utilized was set up and designed for a failure on the automation system. This is
the sole purpose of this feature. This then-existing procedure was used during the fiber optic cut with great efficiency
and served to ensure continuity of operations (e.g., the draws).

Policies have been created to address the Internal Auditor's concerns with communication and situational awareness.
However, the substantive process has not been changed, but notification measures have been addressed. Simply, it
is not possible to foresee every lottery draw failure scenario. The Arkansas Lottery feels it is better to implement a
general plan for troubleshooting purposes; and it is management’s belief that a degree of fluidity in the procedures
ensures that remediation of any issues can occur.

The revision has been implemented and are set forth in the OAL disaster recovery plan (6.4 Drawing and Game Related
Functions). The revision has also been updated in Security Policy 15.4 MUSL Emergency Drawing Procedures, 15.5
Manual Procedures for In-State Drawings, 15.6 Manual Drawing Procedures for In-State Drawings (on-site at Intralot).

Following is a summary of the actions described in the amended procedures:
IA will be notified, and if unavailable, the draw process will be recorded (Security 15.5 and 15.6). Primary
RNGs will be used with the manual draw function (Security Policy 15.5). If needed the backup RNG, at

secondary location, will be used for a manual draw (Security Policy 15.6). If all RNGs are unavailable for
manual draw, then MUSL will be contacted to conduct draws (Security 15.4).
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Agency’s Response to Findings

Government Auditing Standards require the auditors to perform limited procedures on the Agency’s response to the
finding identified in our audit and described in the Schedule of Findings and Responses above. The Agency’s
response was not subjected to the other auditing procedures applied in the audit of the financial statements, and
accordingly, we express no opinion on the response.

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and compliance, and the
results of that testing, and not to provide an opinion on the effectiveness of the entity’s internal control or on compliance.
This report is an integral part of an audit performed in accordance with Government Auditing Standards in considering
the entity’s internal control and compliance. Accordingly, this communication is not suitable for any other purpose.
However, pursuant to Ark. Code Ann. § 10-4-417, all reports presented to the Legislative Joint Auditing Committee are
matters of public record, and distribution is not limited.
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Roger A. Norman, JD, CPA, CFE, CFF
Legislative Auditor

Little Rock, Arkansas
December 13, 2023
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